
Key file creation

When you press the main "Create Key File" button, 
you will see a view like the one below.



The user interface looks like this.

Key file output destination file name

Key file encryption password

32-byte value stored in the key file

This is the meaning.



When you press the "input" button under the text view of the key file output
destination file name, such a view will appear.

Enter the file name to which the key file is to be output.



After input, press the "Decide" button on the toolbar to return as shown on the right.



If you press the "Enter" button at the bottom left of the text view for displaying the 
password, such a view will appear.

Enter a password for key file encryption.



After input, press the "Decide" button on the toolbar to return as shown on the right.



When you press the "generate" button under Random Number Generate, 
the view for entering the random number value will appear as shown below.



When you press the "generate" button under Random Number Generate,
a 32-byte random number will be generated and displayed like this.



You can press this "generate" button any number of times.

Each press generates a new random number.



This is when you intervene in the generated pattern.



This is an example of changing the last 4 characters (2 bytes) to AAAA.



It's possible to make everything AAAA.... like this.

However, in practice, I do not recommend doing this at all.

However, in this example, I will use AAAA… to create a key file.

After entering AAAA…, press the "Enter" button on the toolbar to return 
as shown in the following figure.

Also, you must enter exactly 32 bytes (64 characters) to be accepted. 
More or less will not be accepted.



It will come back like this.

When you press the "Do KeyFile Generation" button at the bottom, 
a key file will be generated and saved with the specified file name.

Then you will see a message like the one on the right.



To see the generated key file, use the "Duplicating File" command.

It looks like this.



This is the value of the generated key file itself.
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32-byte value to be encrypted

Apply AES-Keywrap to this 32-byte value.

The following encryption is applied to the AES-Keywrapped value.

Encryption method

Encryption password

This key file is a cipher text created in this way.

Encryption password Aaaa

For those who do not know this, the value of the contents cannot be retrieved.

Aaaa

AES-256-GCM


